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Attachment 2: Instructions on Personal Information Protection

A4 20121 39 30 Established March 30, 2012
ANRJNA BA 2 A Personal Information Handlers’ Instructions on
AR HAFHF)EE Processing (Handling) of Personal Information

[For Officers and employees]

2 (KOREAN TEXT) ENGLISH TRANSLATION

Lo|X|ed MEX|™ (0|3} "DBSL") 2 JHQI M E H 5 Deutsche Bank AG Seoul Branch (hereinafter, “DBSL”) has

- - the Instructions on Processing (Handling) of Personal

hs Z O HEEANLO|IRER QX st - > =TS !

130 % % B2SULOIZHT X G220 22 Information (this “Instructions”) as follows in an effort to
HE M 27 mof 20f et FEFH 2 JHIHE B 3! | protect the personal information and rights of the principal of
Mol B3I JHQIN o MEst MRz o nag | information (‘Information Principal”) and to smoothly address
QS Ha|et & QI E 2 Creqp Zte the grievance suffered by the Information Principal related to
HESMA Mg = AT Chsi 22 the personal information pursuant to Article 30 of the Personal
He|(F)ere £ &L Ch Information Protection Act (‘PIPA”) [and Article 27-2 of the Act

on Promotion of Information and Telecommunication Network
Utilization and Information Protection, etc.
H 1 ZHA™EL| X2 2H) Article 1. Purpose of Processing Personal Information
DBSLE2 QI MEE C}2 2t 50| 22 Q|d) “DBSL” processes the personal information for the purposes
- - described in each of the following. The processed personal
M|t C a3t 7ol e = 2 o] 22X 9|9 ; 3 ;

12l HE HE| ° teel 55 2ol information will not be used for any other purposes than the
2= MEEX| Y2 0|8 SXO| HAE Alol= following. Unless otherwise permitted by the relevant law,
e HHA SIR | HLU} OfH Bl AR E0|2 et ”DBSIT" will obtain prior consent in case of any changes to the

following purposes of use:
o e Lot
olx|9l 1 Ba| (UXIQ ME 4E! BHE) Managgament_of Officgrs and E_rnployees2 (related to the
collection of information of officers and employees)
= OIALEHE|: X§-&, background screening (& &, &5, = Personnel Management: recruitment, background
T AR, BE| A, KHAIS S X3 U AIAD screening, retirement, termination, promotion, evaluation,
et oy mHe ™ - Ttle o e m A remuneration, reward & disciplinary process, relocation,
Y, 18X, ST, Bt Ha oY, QIAO| 5, assignment, transfer, etc
T, HiX], T E, 5.
» AP YESHM - GHSHM-EE SHM S = Career Management: issuance of certificates regarding
B0Jo| B|AF 2D ALAl THa] 00| 2T gl employment |ncluq!ng certlflcate of employme_r_n, cgrtlflcate
=l t FAE S3Mel ga & of career and certificate of retirement and verification of
SHEAA Ol ol & relevant facts etc.
= H Ol B B EHol oA, 7| 2580, =, = Compensation and Benefits: compensation history, basic
TYZEATHALO] 2, AT AN (RAE B0{Q salary, e_tllowanc_e(s), discretionary incentive awards_, equity
Hf’ SME0IE, T4 —°° (EgF o2 related information (e.g. award amount, award vesting), data
AU 5), B HEE Qlot 23 FE, HF7|H necessary for review of compensation, an ad-hoc
TAE|RIZHEEAN D8 L Q19 MQlmf B2t awards/recognition, severance payment, and benefits
R N N N provided as part of the employment arrangement (e.g.
H H | 2] | | . . . g
= (HRdIRo=2a, BHAS, R8RS group-term life and health insurance, retirement pension,
B 0F, AXALK| |, XX &, X SR 2K €, annual and other type of leave, sickness absence, payments
- for congratulations and condolences, car parking, children’s
O|FSAHAUYSH EX, EH UMM X20|XHEX, L | X i L
o S FHITARS O tuition reimbursement, childcare subsidy, housing/key
A2 2= oeF 5. money loan interest subsidy, medical checkup) and

condominium reservation etc.

tolat JAe A ERAS L,

2 Employees hereinafter include dispatched employees
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» OGS 2|0 ZEAH HE: 1] B, = Learning & Development and Organization-related
information: training and development, talent management
QIXjalE|, WEZ, FA, ABA|ZH 2EQK], _ , - At '
2 28, 2R 279 mentoring, coaching, working hours, locations, cost centers,
S2EM U REMIAE EMY A EMY HAEE and manager and subordinate information etc.
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= Tax/Insurance: subscription to legally required insurance
policies including the major 4 public insurances, payment
and deduction of taxes including income tax.

= Compliance/Performance: performance of employment
contract, compliance with any and all internal
regulations/collective agreements, fair treatment and
provision of opportunities among officers and employees,
confirmation of persons subject to veterans’ compensation
and provision of treatment, performance of legal and
administrative obligations required to be performed by
company under laws concerning employment, industrial
security and health and foreign workers.

= Security/Contact: protection of information processed by
company, maintenance, improvement and monitoring of
security system, prevention of unfair and illegal activities
which may occur within company and collection of evidence,
sharing of contact information and establishment of network
of emergency contacts, etc.

= Compliance with Foreign Laws: overseas affiliates’
compliance with foreign laws and cooperation with overseas
regulators for their supervision.

= Ordinary business purpose: provision of contact information
to customers or other third parties within the scope of
ordinary business purpose.

= Other Business: Business trip arrangement and membership
registration for business purpose.

= Purpose for unique identification information: identification,
provision of benefits including subscription to insurance
policies, tax-related purposes including income tax
withholding, personal management including the
international transfer, assignment and overseas business
trip support, vehicle support necessary for business.

= Purpose for sensitive information: personnel management
and improvement of work environment, medical examination
and medical aid, check-off, administration of the collective
bargaining agreement(s).

Article 2. ltems of Personal Information Pr

(1) The items of personal information to be processed and
method of collection thereof in order for "DBSL” to attain the
purposes set forth in Article 1 are as follows:
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eSS Mandatory Information

» M AR AHEHSIQU T4 KIEE MOlEHS, SO|E = Name, photo, date of birth, address, home telephone

- - - number, mobile phone number, e-mail, gender, military
HMSIHS MXm AN, M HAASH 2H, et 1Y ) c <l ) » M
tet HAeE A, 8, gaie =5 service, nationality, citizenship, the permanent residence
ARIH, A3, Sd At EMX|, A=208, status of country, place of birth, marital status, marital status
ASHEY IE[AH (7SI THA, M, ¢, date, family members (mcludmg relatlonshlp with famlly
Aol = D JlEo| XO|EZH e Zat members, name, age, occupation, co-habitancy, resident
A SHUR, 71ES FUSEHS 2d), registration numbers of family members), vehicle
K2bE S HIAAHEN N2 7R A ASH identification number, emergency contacts, employment
= related permits and licenses etc.
o

» Jj0l SEEXAE Hef AE Holol d4Y Bl = Holder name and account number of personal trading
AEHS, 740l SSERIALE Aay et AFS account, investment details of personal trading.

» SHE L, AKX, HE, YT U EAAE, EACE, | = Educational background (college/university, location, major,
S8 £), Z2(S|AFY, D 2X|, KM, chorojm year of entrance and year of graduation, gra_duatlon, GPA,

- 1Ol 1 2l o = o etc.), career history/ previous employment history (company,
T ROsH B9, D8 HAFTE AR &), AH4, title, responsible area, service period, manager's name,
SANAIALY, 1803 18N 22, yvorking _Iocation, employment c_ondition/stat_us, remuneration
AsEA KM KD S mforma’uonl and reason for Igavmg), professmna}I o

b T AT o membership, qualification, history of awards / disciplinary

actions, dates of employment, dates of
termination/retirement, department, title, duties, employee
identification numbers etc.

= 20 L H8eg =HS flo 2d-SHA S = Bank account number(s) for the payroll and expense
2970 AXHS reimbursement at financial institutions such as bank and

Securities Company for wage transfer.

» EUANE, MUK HE7|E WL AFELHG, 2|A = Premise access record, access record to IT equipments, e-
A E A XS E510) 218 0|, 3| A mails received and sent via company email account,

RSLZ L2 ESILIS T telephone conversation via office telephone and instant
HotS A8 S S & 7IEF 2lAF SUTHIS S0t messenger communications via company communication
HAIMe L8 S network.

» DREE, AR T CHoZ Ao CHE B, 7IEt = Work attitude, performance results, evaluation of customer
oEg HIHAR OEHMI 1AM ES relationship, performance management information such as
Y S —— objectives, appraisals, feedbacks and ratings, and talent

o _— e oL . . . . .
Zoots R sH/AZ B/ E RSt management information such as mobility, aspiration,
XGRS O|S A, MYEE, YA UR Y potential, and grids.

HE 52 2gstes Qe 8E &

s LIS DRSO AR AFSH = Certificate of persons of distinguished service to national

independence, veterans, and their families.

= S|AFLY QAREREZ| 7|72 0|28t 278 @At = | = Video clips collected through the internal imagery

information processor.

» X2, Sk S HO|Q MR £ = Biometric information, e.qg., finger print, optical.

» ZOISEHS QROIEE2MS, NQH|AIHS, = Resident rc_egistration number, foreigner r(_agistration r_1umb_er,

= OO = . work permit number, passport number, disabled registration
Oz, YolsSELS number

= SOy K| 2ZHH, ZojojE, oUESL A, By gl = Blood type, cIin_icaI_ histor_y, disability, hist(_)r_y of vapci_nation,

B o s health information including disease and injury, criminal
A ERE BUS AZBY P, H2EY

= records
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SELE-T]

- S27|EX|, 0|, RHA| AL, H/KIGH HE,
YR, LA £2), B (22, BRA £2),
S5, B 0 AHAS| A, 20l U BR A 2RO
A, 20l Y B R ZED0| A, OfAL 2ES
AFE, OB 2 S BIS] ER AR,

(2) DBSL 2 ZEFH o AtdE

ULYE M= FAH2 2 =K o,

>.

Lo_r
mjo
2t
o
ot
o
o
N
30
rir

[}
Lo 32 YEFH YE SIS wo £Yotn
So| 232 YSIAR Y2 0 8BHLCE Cigt,
DIZY el Hey, A4S FIIMoR gelstLr)

H3xHeldee Xe| 3 BEg 72|ZhH

A 1 X0 7|THs SH o2 SHE HEFH )
NN BYYRE 9l 7|Tet +7-01 82 BXE BE

Y WK 27-0[8E A0|H, #Yof w2t s
HAMIE)YEE EE8HOf ot= 2
ol alle 7Hl(ME) I L7 2ERHA & Aol =elE

mof= oo g A YLt

H4ZOHQEEL| H 3 X HIS)

(1) DBSL 2 fIAX o2 HEFX Q| /HA™HEE
M 1z=0M FAISH =X H LA jt1EI<>H:':I
FEFHO AT 2| Qo= =22 YIS =atstd
ME|SA L M| 3o Al M SBHA| g& L T EHEel
2 29| B0 SEFH £= M 3Xt2 09l
YA "ol 2{7t A2 WE Melstis
NAZEE X /o] 82 0|&3tAHL 0|

H 3ROIA MSE = ASLICH

=2
=

L BEN T ARO H 3% HE 2 B0 SOl B
2.CH2 BBO| S8 FFO| U B
3. EFN EE 1 BHR(C0] ANENS B 4
g MEfO) L FABY SO AT SoI2
WS 4 gl PORA FHo| FEFH £
A 3Rto] Fukst 4E, M|, TAto] 0]9|S 9lstol
Lot ANEE 9

Optional Information

= Place of registration, hobby, marriage of child, marriage of
brother or sister, 60th birthday of parents/parents-in-law,
70th birthday of parents/parents-in-law, birth of child(ren),
death of spouse or direct descendant, death of
parents/parents-in-law, death of grandparents/
grandparents-in-law, household moving, military, reserved
army services & civil defense services. driver's license
number, trade union membership

(2) In principal "DBSL” does not collect the sensitive
information that may threaten to infringe upon the privacy of
the Information Principal. If necessary, “DBSL” collects the
sensitive information by obtaining additional consent of the
Information Principal and uses the same only for the limited
purposes so consented; provided, however, that “DBSL”
checks the accuracy and up-to-datedness of the sensitive
information on a regular basis.

(3) The information of employees is collected via webpage,
interview, document, fax, telephone, e-mail, information
collection program, etc, from time to time as needed.

Information

The personal (credit) information of the Information Principal
collected for the purposes described in Article 1 will be
retained and used until the above stated purposes of provision
are all accomplished. The concerned personal (credit)
information will be destroyed when it is confirmed to be
unnecessary unless there exists an obligation to retain it
pursuant to the laws and regulations.

Article 4. Provision of Personal Information to a Third
Party

(1) In principle, “DBSL” will process the Information Principal’s
personal information within the scope of the purpose outlined
in Article 1 and will not process information exceeding the
primary scope or provide it to a third party without the consent
of the Information Principal in advance. However, in any of the
following cases, except where there is a concern of unfairly
infringing upon the interests of the Information Principal or a
third party, the personal information may be used for other
purposes or provided to a third party.

1. When the Information Principal has agreed on the provision
and disclosure of information to a third party in advance.

2. When there are special provisions in other laws.

3. When the personal information is clearly acknowledged as
necessary for the purpose of urgency in life, body or
property profits as the Information Principal or his/her legal
representatives are not in a condition to express his/her
intention, or prior consent cannot be obtained due to
address unknown, etc.
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4. EAZY Y st 50| 2R S Q510 At 4. When personal information is provided in forms that make it
- impossible to recognize a specific individual, as is
Aoz M EX JI01S Qote 2 9l SE - >
geRM SIS HOFE + 8= SH= necessary for the purpose of statistics preparation and
HAEEE HSSt= 82 studies and researches, etc.
(2) DBSL & C}2 Zt S0} ZHo| 7§ M B 2 X ast1 _(2) "DBSL” provides the personal information as stated in each
R item below.
A& LICH
x|l HHOo| HL In case of Information of Officers and Employees
o - = Provided party: affiliates, partners, etc.
= H 2= X G3|AL MBS S > '
ﬂi" ':: - AZEIAL ﬂ#': i z = Purpose of use of provided party: employee/labor
= HSH= Aol 018 =5 HA/=FaE, 2EASY management, performance of employment agreement,
olsl, Ha =4 £ compliance with of laws and regulations, etc.
N = Items of personal information provided: Items stated in
* JHEE HSYE M 2 R0 MEE YR HE Article 2.
= JHQI™ME HE 7|7k Q0 7| Mt &2 2EME e = Retention period of personal information: the personal
= information will be retained and used until the above stated
CHMSH 7HK| 22.0| 2= Z40|0, 20| et St n € _
=< WHX] 2570188 210/H, B0 L2t 3 purposes of provision are all accomplished. The concerned
HARXE)EEE BESHOF 3t= 2| F7F EXYHX| personal (credit) information will be destroyed when it is
b= O|Ah BT ZHQI(AIR)HE I EE QA & A0 confirmed to be unnecessary unless there exists an .
N _ obligation to retain it pursuant to the laws and regulations.
2HOIE ol = mh7| 2 A LT

o
FE-AH, Mel8X S22

TX|S}K| ObL|BHL| .

H 5 =OHAEEHE| IE)

(1) DBSL & ¥XHo 2 HuFH ol So/glo| o
HeIREol N2l S EFRIOIA| SIEHSHR] LIt Chgt,
CHS 2t 39t 22 F20 UoIME o H R
Al 26 0| Fet ot 20| ST} 22 FR0)

E

[=]
WAL M2 E fIEstn AS L

o

1. =EfX}: 3| A8 Ql, Data Storage Center &

2. 9I5| BX: QSR 4 (o FoiNal 5

3. QIS HE HBHS: H2Z0| HEE HeEE
ZES

LNEE 8] 7IZE M) ERE o 7|x3
958X 2 B T UK 2R -018 RO/,
U Wat ST AN HEE BESOF st
o|R 7t EXHSIR| Bt O[4, B UM B H =T
STadA € Ho| =g njoj uv|E LYot

(3) When "DBSL” has obtained consent of the Information
Principal or provides personal information in accordance with
Article 15, Paragraph (1), ltems 2, 3 and 5 of the PIPA, “DBSL”
will not notify the Information Principal of each of Article 17,
Paragraph (2) of the PIPA and the Information Principal’s right
to request inspection, correction, deletion and suspension of
processing of, the personal information.

Article 5. Delegation of Personal Information Processing
rvi

(1) In principle, "DBSL” does not delegate the processing of
the concerned personal information to others without the
consent of the Information Principal. However, in each of the
following cases as set forth in Article 26 of the PIPA, “DBSL”
delegates the processing of personal information.

1. Service provider: accounting firms, data storage center,
etc.

2. Purpose of delegation: performance of delegated services,
etc. (processing of employees’ salaries, etc.)

3. Items of personal (credit) information provided: ltems stated
in Article 2.

4. Retention period of personal information: the personal
(credit) information will be retained and used until the above
stated purposes of delegation are all accomplished. The
personal (credit) information will be destroyed when it is
confirmed to be unnecessary unless there exists an
obligation to retain it pursuant to the laws and regulations.
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() SIEZAS Al e Y B RS BE BRo E4,
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(1) = FH = DBSL 0| H2|8}= AHAl 91 14 A O] Bk
ObS(HHIf2| Qe BiEhel JHol o] PR 27y
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Qatst B e FHE ALA T}
o1 & 0f f3}0] DBSL of
ot 2 QUeL|Ch T, o2

B DA Z R 8 S22 AR /U=
Z | =

[=]
420l 1 AKE 278 £ elaUn
(3) HEZHIL IR QR0 et A L AKS
2 A0l WY U AN S SR 0 71X L
RS 0|8 E= HTHR| Y& LITH O] AL,
H2E JHAIHRE 0|8 E= B3 E2 KK Qo]
SHB S LT
@) xalel

=74 DBSL Of Thekof xpAlo] FelFe
YRS Q7 4 YBLICH OB 08 2 9] o=

FEFHO|A L2, M

FA
=T
UE L L.
1L HEN SE F80| U7 LE HBY 2 FE =317
fl3to] 27tmet 32
2. CHE AMEel 43 41N

Ho
i)
N
as)
rir

3.7HQIP8 2 & M2[SHX| OfL|oHH H 2K 2t g ot
MEAE HS
BREM BEFH

urs| x| ofL|gt A

—

(5) DBSL 0] M= FH | @ H0| o8] #X| T
AF[SHE QI E X 3% QIO He| U
29 7|7H0f et Halerct

(2) When executing a service agreement, "DBSL” clearly sets
forth the compliance with personal information protection
related laws, the prohibition of provision of personal
information to a third party, and where the responsibility lies,
and maintains the terms and conditions of the service
agreement both in writing and in electronic form.

. : o ) .
and Method of Exercise

(1) The Information Principal may request to inspect his/her
own personal information or that of children under age 14
(applicable only to their legal representatives) that are
processed by "DBSL”.

(2) The Information Principal who inspected his/her own
personal information may request “DBSL” to correct or delete
his/her personal information that are unidentifiable or
inconsistent with the facts. However, in cases where such
personal information is stipulated to be collected in other laws
and regulations, the Information Principal may not request the
deletion of such information.

(3) In cases where the Information Principal requests
correction or deletion of personal information, relevant
personal information will not be used or provided until the
correction or deletion is completed. In such cases, if incorrect
personal information has been used or provided, such
personal information will be immediately corrected.

(4) The Information Principal may request “DBSL” to suspend
the processing of his/her own personal information. However,
in any of the following cases, “DBSL” may refuse such request
after notifying the Information Principal of the reason of such
refusal:

1. If there is a special provision in laws or it is inevitable to
refuse such request to comply with its obligations under
applicable laws or regulations;

2. If such an act will likely to inflict damages upon another
person’s life or body or unfairly infringe upon another
person’s properties and other interests; or

3. Ifitis difficult to carry out any contract due to failure in
providing services agreed with the Information Principal or
otherwise, unless relevant personal information is
processed, but the Information Principal has not expressly
expressed his/her intention of termination of such contract.

(5) The personal information that is terminated or deleted by
“DBSL” upon request of the Information Principal will be
disposed of pursuant to the period of process and retention of
personal information under Article 3 hereof.
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N 7E (FROIMEO| OHMAM FHH Xk|) Article 7, (Measures to Ensure Safety of Personal
Informatjon)
DBSL 2 QI8 H# x| 29 =0 2} CF2 2t 52 | “DBSL” takes following technical, administrative and physical
- N o actions required to ensure the safety of personal information in
ZHo| O™ M Bt TSt 7|ad/2a|d gl bS] - -
&0l S =m0l 2ast ZlsREA X 22 accordance with Article 29 of the PIPA:
ZX|E St AEL T
LWQIEE F| 3 2o x|45 Al ng JQAHEE 1. To minimize the number of employees to handle personal
o 5 - information and provide training for them.
A 2S5 X192 K| A ST EFCHRFOY| S A|F: ! e
Fleots HES X Esha FER0) eHEAIA “DBSL” implements measures to minimize the number of
Z[A35L FHRIHEE £t TH S A|>d5t D employees to manage personal information.
AFLICH 4RO QHH Tt 2E| & 2|5H0]
HOYEFGAE MR I OIEE ES WES
S AELICE Ol 2212 = HA|St= DB 9
Hees D8I} ok R0lA AASts 1SS
7|9t 2 st Q&L
2. ™ 7|X 0l KA ZAF ALA| 2. To conduct a periodic self-audit.
“DBSL” conducts a periodic self-audit in order to ensure the
ol X 32 O M & 2 olsl AM7|™ o - . . .
WIS Fg 2 eHgd =2 S Ffol B7IH2E stability of handling of personal information.
KM ZHAE &AISEE A& LICH
3. LR A= =7 G Al 3. To establish and implement internal management plan.
= + = “DBSL” implements an internal management process for
HRFEO| QS KE|E RI5H0] Li 22| A= S . : .
hers el 1218 #1ot0) 722l A=S the safe handling of personal information.
FEot Aldsta &L CH
4. 701 ™ Ho| ot B} 4. To encrypt personal information.
O|2XtO| HOIM K HL S oSS} |0 A& G Personal info_rmation of users’ are stored and managed _
R e after encryption, and thus are known only to the Information
Z2|E[2 o], =0l & £ Ao S Principal. In addition, for important data, separate security
Olo|E = mpQ 9 M [O|EE A4S} 8f ALt oY functions are provided, such as encryption of files and
transmission data or file locking function
B3 7158 ARSI 59 UE HoY|5S AL8SIR J
UAFLICH
5.81Z S0 CHH|st 7|=X CH*H 5. To take technical measures against hacking, etc.
DBSL £ &[|ZI0|L} ZZEf Hio| A Sojf 0|3t “DBSL” installs and periodically updates and inspects
ol XL O Ol 8L il o= orm o security programs to prevent the leakage of and damage to
HAZE 7E K LS A7 ot 2tz 2 OS personal information due to hacking or computer viruses,
MX|SID F7|H0l AN S HAS o0 B2 EH etc. F_urthermor(_a, “DBSL” _installs security systems_and
H20| SR 0| A|AHS AX|SHT taerce:r;nlcally/physmally monitors and blocks the restricted
JIEeHIZE|H ez HA| B8 AHEHStD AE LT
6. 7 IFEof st F2 Mt 6. To control access to personal information.
JHOIE EE K 2|5H= O] E{H| O] AA| AEIO)| CHSH “‘DBSL” takes necessary measures to control the access to
MOS0l Hoj HZH OtAZ E ol X i personal information by grating, changing and cancelling
dodetel 20,88, 248 S50 HAY 20 the! the right to access the data base system in which personal
HMIIEXE Qo0 Zast =X E st ol information is processed, and also controls unauthorized
KIQIAICIA| A IS 0|23}0] 9|5 2 2 E{o] Bt access from the outside by using the firewall system.
Y22 SHSH AL
7. GEI|E0| 2 Bl @ Z HX| 7. To retain log-in records and prohibit forgery and alteration
HOIY K A AR Ha3t 7|2 Bal ¥y, w | oflog-in records.
“DBSL” retains and manages log-in records to personal
[=]| HOxX = 2|3k ol o N I =2 . . . .
AU Soll et 2ot gle i, HE 7|1 =0| information processing system in accordance to the
EE G Y BHEX REE HOI|S5E relevant internal policies, laws and regulations.
ALEstd AE LT
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8. 2N OIS Q5 RFZEIK| AFR 8. To adopt locking system for document security.
. “DBSL” keeps the documents, auxiliary storage medium
Hel™e 7 S| M5, EXZNEOIN S o - P o
I8 2ot Zeel M, 2ZMTMH S3 etc. containing personal information in a safe place with
EFEX7F Us T ZA 25t JAELICH locking system.
9. H| QI 7}Xtof CHSH =Q E X 9. To control access from unauthorized persons.
o o “DBSL” has a separate physical place to keep personal
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Article 8. (Chief Priv fficer

(1) In order to protect personal information and deal with
complaints about personal information, “DBSL” designates
Chief Privacy Officer under Article 31(1) of the PIPA and the
Personal Information Management Manager under Article
27(1) of the Act on Promotion of Information and
Telecommunication Network Utilization and Information
Protection, etc. as follows:

(2)The department and the person in charge of filing and
processing the applications for inspection of personal
information are as follows:

(3) In the event that the Chief Privacy Officer, the Personal
Information Management Manager or the person in charge of
applications for inspection of personal information is
designated or changed, “DBSL” will notify such fact and their
names, departments and contact information such as
telephone numbers [e.g. by posting them on the notice board
on a webpage or by amending these Instructions, etc.].

Article 9. (Installation and Operation of Imagery
Information Processor)

“DBSL” installs and operates imagery information processor as
follows.

1. Grounds and Purposes for Installation of Imagery
Information Processor

- The purpose of CCTV within "DBSL” is to enhance visual
monitoring over critical areas and to protect staff, asset
and information held within and around “DBSL”. And the
cameras are solely for “DBSL” purpose, and it is not
permitted for personal usage to invade the privacy of
individuals.

2. Number of processors installed, location of installation,
scope of filming
- Location of installation: All access points leading from a
public area into an internal area, all access points to
restricted areas (e.g. Trading Floor MERs, SERs), and
other area as required by local regulation.
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- EHOHO| QAN E K| 7|29 10m HH - Scope of filming: about 10 m around of the processor
3. THE QIR ShobE A Ol QAR B Of| CHSH 3. Responsible manager and department and persons having
. access to the imagery information
HI B
- Zi2|QlX} gl EfCtE A CRES A2 ZIA Xl AlXt - Responsible manager and department: Sung-Jin Kim of
CRES
- QAR EO| CiS M2 ASHAL: CRES A2 ZIAXE - ?erigns ha(;ving accesshto the i:r;gg_ery il?formstic_)n: dSLl;ng-
in Kim and persons who are additionally authorize
M3 9 CRES MRt 2 2 HEo| 5012 we Hioad of CRES Y y
Kt
4. FHEE EIAZH EET|7H BREA, Ny 4. Imagery information filming hours, retention period and
place, and processing method
- E=HQA|ZE 24 A|7H &Y - Filming hours: 24 hours
- HE|ZE AR [30]Y - Retention period: 30 days from filming
- HIXFA QI 2| HHH: CRES El9| - Retention place and processing method: Recorded in
DVR within the Main Equipment Room, and record
AMHMEE| 7|7 EXAO|A &2t 2+ e : . !
SSBENEI7| SHS0AM 2etelH, 2E verified by CRES on daily basis.
FEE CRES HOIM LLF7|2 HM2[T.
5. QGAMEHE 30| g g X} 5. Method and place for inspection of imagery information
- 10| " O] 3. M| MUK A IR EES - Method: Request to responsible manager as stated in 3,
B N after having Chief Privacy Officer approval.
YRt Sols @7
— #}0| & 4: DVR system in the MER [0+ 22| &l - Place: On the DVR system in the MER

YLYENE|7]7| SH

6. MHEHZH O WAINH Y2t & Q0| CYSH XX 6. Measures in response to the request of the Information
Principal for inspection, etc. of imagery information

- HEFNI GAREE gatstY| 9ol = In order for the Information Principal to access imagery
- information, he/she shall file an application for access
O| ALK H OI2h. =X S+0| A ) » s s
DBSL O /{1 S I2 - TM=A TM= with “DBSL” in a form of application for
gEts MHBH00F 51, DBSL 2 HEFH| inspection/confirmation of existence of the personal
XHAIO| 2 E| A s OjuHs| & 52K O imagery information. “DBSL” allows access to the
o olal ol e %l 240 imagery information only when the Information Principal
A AMA- IR A e 0|22 flo Zast A0 himself/herself is filmed, or when it is explicitly required
SIS JHQIMEHS MATIo| 20 S g4 for benefit in life, body, and asset of the Information
slestn yaLch Principal, with prior approval from Chief Privacy Officer.
7. GAEH HSZ QS 7|a® n2|H- 22| XA 7. Tephnical, r_nanager_ial and physical measures for protection
of imagery information
- DBSLS @AM EHSE Q810 Lz A Zl - For protecting the imagery information, “DBSL” takes
oy actions including establishment of internal management
A2l MOE o M3 AAFA o
TH HISH A WA M S8R plan, control of the access system , safe storing of the
oMt M2 M&7|& X, N27|8 2t Y imagery information, application of transfer technology,
O|.HIZ HEX|ZA|, HTHA|A Db QU RE2EA] A K| storing pf processing record_s and measures for
preventing forgery or alteration, preparation of storage
S =X E Fotn ALt

facility and installation of lock.
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Article 9-1. (Installation and Operation of Devices with Automated

Collection of Personal Information)

1. For the purposes set forth in the Consent Letter defined in Item 2,
including the fulfillment of legal and regulatory obligations required by
Korean or foreign laws and regulations, DBSL operates the following
devices that automatically collect personal information (the “Device”) that
are installed at locations which are deemed reasonably necessary.

- Office Telephone systems that automatically record phone
conversations;

- IT Servers that automatically archive emails and instant messenger
correspondences and internet access records of the employees, and;
- Devices that automatically collect data showing the time when the
employees access to the office.

2. DBSL notifies the employees of the fact that the personal
information automatically collected by Devices listed in Item 1. may be
collected and used and that they are entitled to refuse such collection or
use of the personal information, and pursuant to the relevant law,
requests the employees to sign the Consent Letter for the Collection,
Use and Provision of Personal Information.

Article 10. (Amendment to these Instructions)

These Instructions will apply from the enforcement date
hereof. Any addition, deletion and correction of these
Instructions made pursuant to applicable laws and regulations
and policies will be notified on the notice board since seven
(7) days prior to the enforcement date of such change. [This
provision complies with the Standards of the MOPAS



Deutsche Bank

Data Protection Procedure — Deutsche Bank Seoul Branch /

LIS EREZE 7B

2. 8HRQIE AT S QI 2 A6l Al DM Ef

(www.kopico.or.kr/02-1336)

3. MEHSOESLT
(www.eprivacy.or.kr/02-580-0533~4)

4. CHAEE HEHHE = AR
(www.spo.go.kr/02-3480-2000)

5. Z&H AO|HE| 2 CHEME (www.ctrc.go.kr/02-392-
0330)

, : for Infri { Right)

If the Information Principal needs to file a report or receive
counseling with respect to the infringement of personal
information, the Information Principal may contact the following
organizations:

1. Personal Information Dispute Mediation Committee.

2. Privacy Invasion Report Center in the Korea Internet
Security Agency (www.kopico.or.kr/02-1336).

3. Korea Association for ICP Promotion
(www.eprivacy.or.kr/02-580-0533~4).

4. Korea Association for ICP Promotion
(www.eprivacy.or.kr/02-580-0533~4).

5. Cyber Terror Defence Center of the National Police Agency
(www.ctrc.go.kr/02-392-0330).
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Article 8-(1)
P [ Inf ti . . .
ersonainiormation Chief Privacy Officer
Management Manager
Department/Title COO / Director COO / Director
Name Woodo Nam Woodo Nam
TEL/FAX 02-724-4578 02-724-4578
A 8&-(1)
QI pra| MUK QI B S MR
e VRSN COO / Director COO / Director
cd o o
Mot /FAX 02-724-4578 02-724-4578
Article 8-(2)
Department in Charge Title Name TEL/FAX Business Hour
Human Resource for Vi Chris H 02-724-
WR? Affi ice ris Han
DB” officers and ) 4299/ 02- 9:30-18:00
President
employees 724-4648
A 8 & —(2)
SR A Ik Ny HatH S /FAX 22AIZH
o|_|A = (DB 2! 7(|_%| Vice -ﬂ_m% 02-724-4299/ .20.1Q-
7 (OB 85 E) President e 02-724-4648 9:30-18:00

gro} g3} Qo] A s 4 9ol = faite] Sl

In the event of any conflict between the Korean language version and the English

language version, the Korean language version shall prevail.




